ABSTRACT JPEG is the most common image format in smartphones, computers, or digital cameras. Because numerous JPEG images are easily shared and distributed, there are privacy and security concerns for these images. Hence, the JPEG committee has started a standardization called JPEG privacy and security to resolve these issues. The forgery detection of a JPEG image is the key objective of JPEG privacy and security. In this paper, we propose a novel forgery detection method that is watermark-based, for authenticating JPEG image integrity in the discrete cosine transform (DCT) domain. The proposed method aims at 100% detection accuracy for typical forgeries on JPEG image DCT blocks and to counter a well-known forgery attack called collage attack. For this purpose, the method splits the host image into a group of blocks (GOB). A watermark is generated by collaborating with the neighboring GOBs and is embedded into the GOBs. The experimental results using various sample images show the superiority of the proposed method, exhibiting a negligible visual difference between the original and watermarked JPEG images.
I. INTRODUCTION
Recently, it is reported that several billions of digital images are produced per day and shared via social media on the Internet [1] . It is also reported that a majority of these images are in the form of JPEG (ITU-T T.81 (1992) | ISO/IEC 10918-1) compressed file format [2] . Meanwhile, well-known image processing tools have resulted in numerous forged images causing serious social problems. The JPEG committee (SC29/WG1) recognized that the current JPEG file format is vulnerable to image forgery and initiated a new activity called JPEG Privacy and Security [2] . JPEG Privacy and Security intends to provide a degree of confidence while sharing JPEG image files by offering technical solutions for resolving the privacy and security issues. Therefore, forgery detection of both the image data and metadata composing a JPEG file is a key objective of JPEG Privacy and Security.
Image forgery detection techniques can be classified into three categories based on their nature of integrity authentication mechanism, namely, watermark-based, signature-based, and passive techniques [3] - [5] . A watermark-based technique embeds an invisible noise-like set of bits (called a watermark), which is sensitive to modification, into the original image and distributes the watermarked image. Authentication is performed by checking the existence of the watermark in the image being examined.
A signature-based technique extracts a set of features from the original image that is significantly smaller than the original image in size. This set is stored as a file and characterized as an intrinsic signature of each image. When such an image is forged, different signatures are extracted from the original and forged images correspondingly, and the authenticity is determined by comparing these two signatures. The main difference between watermark-and signature-based techniques is that the latter do not demand an embedding process that requires the original image to be changed (even if the change is normally negligible to human eyes); however, it necessitates an image to always be accompanied by the stored signature for its authentication [6] . Another difference is that most watermark-based techniques may identify the modified region in a forged image whereas the signature-based technique may not [7] - [9] .
A passive technique [3] , [4] , [11] has an advantage that it requires only the image being examined for its detection process without any assistance from a signature or watermark. This technique assumes that there is a high probability for image forgeries leaving a clue disturbing the underlying statistical consistency of a natural scene image, even if the clue is not visible to human eyes. The statistical consistency that this technique uses for forgery detection includes the regularities of an image based on illumination, lens radial distortion, chromatic aberration, sensor pattern noise, dust pattern, camera response function, projective geometry, color filter array, inter pixel correlation, and JPEG compression distortion. However, the limitation of a passive technique is that the detection accuracy is much lower than that of the watermark-and signature-based techniques. Both watermark-and signature-based techniques aim for 100% detection accuracy for typical forgeries of natural scene images, whereas a passive technique is known to be typically accompanied by a certain number of both false positive and false negative detections [3] .
In this paper, we propose a watermark-based scheme that can be used as a solution for the JPEG Privacy and Security standardization. Based on a thorough review of industrial demands, the JPEG committee has defined several basic requirements for its solutions of authenticating JPEG images in the call for proposal of JPEG Privacy and Security as summarized in Table 1 [2] . During the last decades, many watermarking algorithms for authenticating JPEG images have been proposed. Examples of them are preferably referred to [12] - [17] . Compared to existing algorithms, the proposed scheme can be characterized in the following ways: 1) We design our scheme to fulfill all the requirements that the JPEG Privacy and Security demands whereas most existing algorithms need to be modified to fulfill the requirements. 2) In JPEG coding, images are encoded in the discrete cosine transform (DCT) domain. Most existing algorithms embed the watermark in the least-significant-bit (LSB) plane of the DCT coefficients. We verify that we may extend the LSB plane to the higher bit planes based on the magnitude of the DCT coefficients and find more flexible places to embed the watermark in Sect. II-A. 3) Many existing algorithms are vulnerable to the collage attack which will be introduced in Sect. II-D. We design our watermarking scheme to be robust to this attack. This paper is organized as follows. The proposed scheme is described in Sect. II. The experimental results showing the performance of the proposed scheme are presented in Sect. III. Finally, Sect. IV concludes the paper.
II. PROPOSED SCHEME A. FINDING WATERMARK-EMBEDDABLE DCT COEFFICIENTS BITS Figure 1 shows the basic encoding structure of a JPEG image compression standard. The input image is converted to a YCbCr representation. Chroma components Cb and Cr are optionally subsampled. Each of the Y, Cb, and Cr color components is subjected to an 8 × 8 block-based DCT, and the resulting DCT coefficients are rearranged into a one-dimensional (1-D) vector by zigzag ordering [18] . Lossy compression is performed by a quantizer whose compression rate is controlled by an input parameter called the quality factor denoted as q in Fig. 1 . In this paper, we denote the kth (0 ≤ k ≤ 63) quantized DCT coefficient in the lth (0 ≤ l < L) block of the input image byĈ l (k), as denoted in Fig. 1 . For simplicity, herein, we use 1-D index l for representing a block located in a two-dimensional (2-D) space, where L is the total number of 8×8 blocks in the input image. The quantized DCT coefficients are losslessly compressed by an entropy encoder, and the output JPEG compressed image is constructed.
When we use the watermark-based technique for image forgery detection, the embedded watermark is required to be losslessly extracted in watermark detecting process when the watermarked image is not modified. Therefore, we need to embed the watermark into the quantized DCT coefficientŝ C l (k)s for the case of JPEG images. Regarding the size of a watermark, embedding a larger sized watermark implies a better detection performance. However, doing so inevitably results in the worsening of the quality of the watermarked image. Therefore, a tradeoff between the size of watermark and quality of watermarked image is required to be made, and determining the locations to embed the watermark bits is a key feature for the design of a better watermark-based technique.
We perform a test to identify the optimal locations to embed the watermark bits inĈ l (k)s. Here,Ĉ l (0)s andĈ l (k)s for a non-zero k are called DC and AC coefficients, respectively, and the DC coefficients reflect the block-by-block averaged pixels of an image. Therefore, modifying the DC coefficients is known to cause blocky distortions and is therefore, avoided for watermark embedding in this study. In JPEG compression, coefficientsĈ l (k)s are in the form of integers. Therefore, our test aims to determine the optimal positions to embed the watermark bits in the bit planes (from the least to the most significant bit plane) of ACĈ l (k)s. To observe the visual effect of modifying the bits of ACĈ l (k)s, we perform the following test: 1) Given an original raw image, obtain the JPEG image (original JPEG image) by JPEG encoding with a selected chroma subsampling type and quality factor. Convert the original JPEG image to RGB color space and calculate the peak signal-to-noise ratio (PSNR) value, denoted as PSNR JPEG , between the original raw image and the original JPEG image. We use the PSNR defined in [19] as an image quality metric because it has been most widely used in the research on image compression and our results obtained by using other metrics such as MRSE-based SNR [19] and SSIM [20] yielded the same conclusion. VOLUME 6, 2018 2) Select the coefficientsĈ l (k)s whose absolute value is greater than or equal to 2 m . 3) Flip the pth (p ≤ m) LSB among m LSBs of all the selected coefficients and save the resulting JPEG image (flipped JPEG image). Convert the flipped JPEG image to RGB color space and calculate the PSNR value, denoted as PSNR F−JPEG , between the original raw image and flipped JPEG image. 4) Compare the PSNR decrease by calculating the difference between PSNR JPEG and PSNR F−JPEG . We perform our test for each of Y, Cb, and Cr color components for the quality factors of 90, 80, 70, and 60, respectively. We also calculate the PSNR differences with three chroma subsampling types: 4:4:4, 4;2:2, and 4:2:0. For our test, we selected 12 sample images including a variety of indoor and outdoor shots taken from scanners, cellular phones, digital cameras and camcorders. These are shown in Fig. 2 . It is noted that our test results for other images yielded the same conclusion in terms of designing our watermarking scheme. Tables 2-4 Tables 2-4 are blank because p is less than or equal to m. We also have some blank columns on the right-hand side of the tables because we could not find any coefficient satisfying the corresponding condition in all sample images. We need to determine the allowable minimum value of m for the pth bit plane by increasing p and their dependency on different color components, quality factors, and chroma subsampling types. From the analysis of Tables 2-4 , we may conclude the following:
1) The dependency on both the quality factors and chroma subsampling types is almost negligible. 2) The dependencies on Cb and Cr chroma components are very similar.
3) The dependency of Y component is different from that on the chroma components. We set the value m for the pth bit plane such that it ensures a less than 0.25 dB and 0.1 dB PSNR difference for the Y and chroma components, respectively, in any of our observations for all sample images. We also compared the visual difference between the original and flipped JPEG image and concluded that we cannot detect any visual difference in the eight times enlarged versions of images being compared with this PSNR difference. We finally decided our watermark embeddable bits in the bit plane of AC coefficients as denoted in Table 5 and its usages are described in Appendix B and C.
B. PROPOSED WATERMARK EMBEDDING SCHEME
In addition to benign modifications on image data such as enlarging, reducing, resizing, cropping, recompressing, sharpening, enhancing, and deblurring, we design the proposed scheme to be able to detect malicious modifications including copy-move, region duplication, image splicing, image compositing, and block exchanging [3] , [4] , [11] along with the modification of metadata in a JPEG image file. Figure 3 shows the proposed watermark embedding scheme. The input JPEG image is first decoded by the entropy decoder, and the quantized DCT coefficientsĈ l (k)s are extracted. For each 8 × 8 DCT block, the watermarkembeddable bits are determined as described in Sect. II-A.
The entire set of 8×8 DCT blocks is partitioned into a treestructured group of blocks (GOB) such that each GOB has at least T b watermark-embeddable bits. The T b is a thresholding value given by the user to determine the size of the GOBs. We embed the watermark for each GOB. (We will localize a modified region by indicating the GOBs that include the region is accomplished coarsely. In contrast, a large-sized GOBs also embeds a large-sized watermark in a GOB, so that we may be able to reduce the false decision rate. Therefore, this value is a tradeoff between the security and localization fineness. Our partitioning process is briefly described as follows and the detailed description is preferably referred to Appendix A. 1) Set the entire set of blocks be a mother (root) GOB. 2) For each mother GOB, select a horizontal or vertical direction for which the length of the GOB is larger. Divide this GOB into two equally spaced child GOBs in the selected direction. (If the length of the GOB in the selected direction is odd, division is performed so that the length of the left or upper child GOB is smaller than the corresponding right or lower child GOB by one for the horizontal or vertical direction, respectively.) If both the child GOBs have more than T b watermark-embeddable bits, they are declared as two mother GOBs. Otherwise, the mother GOB is declared as a child GOB and the branch chain from the root GOB to this GOB is saved. 3) Repeat step 2) until there is no mother GOB. In step 2), the branch chain is a sequence of bits indicating how a child GOB has been divided from the root. If a mother GOB is divided horizontally and a current GOB is an upper (lower) child GOB of the mother GOB, 0 (1) is concatenated to the mother GOB's branch chain to generate the child GOB's branch chain. Similarly, if a mother GOB is divided vertically, 0 (1) is concatenated for a left (right) child GOB.
When the partitioning is complete, we generate an intrinsic watermark for each child GOB. We generate a random bit sequence (RBS) whose size is same as the number of watermark-embeddable bits in the GOB as the watermark embedded in the GOB. We will perform the image integrity authentication by checking the coincidence of the embedded watermark. Therefore, a different RBS is required to be generated for a modified GOB. For each GOB, we concatenate the branch chain from the root to the current GOB and all the bits of DCT coefficients not decided as the watermarkembeddable bits in the GOB. We hash the result by a cryptographically secure hashing function and generate the socalled block identifying key (BIK) by encrypting the hash with a user key and the metadata of the input JPEG image. The RBS is generated using this BIK and embedded as the watermark in the watermark-embeddable bits. The pseudocode of embedding process is listed in Appendix B. After performing watermark embedding for all GOBs, we perform the entropy encoding with watermarked DCT coefficients and obtain the watermarked JPEG image.
C. PROPOSED WATERMARK DETECTION SCHEME
The watermark detecting process is simple, as shown in Fig. 4 . The input JPEG image being examined is entropy decoded. Obtaining of the embeddable DCT coefficient bits, partitioning, and generating RBS are achieved similar to the watermark embedding process described in Sect. II-B. For each GOB, the data in the embeddable DCT coefficient bits are extracted and compared with the generated RBS. If they are different, this GOB is declared as a modified region. The pseudocode of detecting process is listed in Appendix C.
When we generate the RBS in the watermark embedding process, we use four input parameters: the branch chain from the root to the current GOB, all the bits of DCT coefficients not decided as the watermark-embeddable bits in the GOB, the metadata, and the user key. Therefore, we may detect any modifications, including both benign and malicious modifications as previously mentioned in Sect. II-B, changing one of these four parameters.
It is noted that even though the watermark-based image forgery detection techniques aim at 100% detection accuracy, they cannot ensure a 0% false negative detection rate owing to the use of a finite-size watermark. In our scheme, the data in the embeddable DCT coefficient bits is compared with the generated RBS for authenticating each GOB. When the number of extracted embeddable DCT coefficient bits in a GOB (the size of watermark assumed to be embedded for this GOB VOLUME 6, 2018 in the embedding process) is N GOB (this value is ensured to be greater than T b by our partitioning process), the probability of the extracted bits coinciding with the generated RBS by accident is 2 −N GOB , which is almost negligible for large a sufficiently large N GOB but still not zero.
D. IMPROVEMENT FOR COUNTERMEASURE AGAINST COLLAGE ATTACK
Collage attack is a well-known attack that is a collection of malicious attacks specially designed for weakening the watermark detecting mechanism in the localized forged regions [5] , [7] , [21] . This attack, which was first introduced by Holliman and Memon [22] , considers the case in which the watermark embedded in each block depends only on the content of the block. This is referred to as block-wise independence. There may be an attacker who fully understands the watermarking mechanism and has a database of the images already authenticated by the same user key. When the watermarking mechanism is block-wise independent, a malicious attacker may locate an already authenticated block with the same watermark from this database and perform the replacement attack on the block under detection. It has been known that most block-wise independent watermarking schemes are vulnerable to this type of collage attack. In our watermark embedding scheme described in Sect. II-B, we embedded the watermark into GOB independently. Although the size of GOBs is variable, it is still possible that a collage attacker may find an already authenticated GOB with the same watermark from the database and perform the GOB replacement attack. We avoid this attack by chaining the connected GOBs. In the proposed scheme discussed in Sect. II-B, we concatenated the branch chain from the root to the current GOB and all the bits of DCT coefficients not decided as the watermark-embeddable bits in the GOB for generating the BIK. Therefore, the generated BIK is blockwise independent. We modify this BIK generating procedure to be block-wise dependent. When we watermark a GOB, we also select all the neighboring GOBs connected to this GOB, and additionally concatenate all the branch chains from the root to each neighboring GOB and all the bits of DCT coefficients not decided as the watermark-embeddable bits in all those neighboring GOBs. This improved procedure results in an RBS generation for a GOB that is always dependent on the neighboring GOBs. When a collage attack occurs, the watermark of the attacking GOB that was generated using the neighboring GOBs of the attacking GOB cannot be same as the RBS generated using the GOBs that are different from the neighboring GOBs of the attacked GOB. Therefore, in our improved scheme, when a GOB is forged by a collage attack, the attacked GOB and the neighboring GOBs connected to the attacked GOB are detected as a modified region.
III. EXPERIMENTAL RESULTS

A. EXPERIMENTAL SETUP
In the proposed scheme, the parameter T b for the block partitioning is selected by a tradeoff between the security and localization fineness. We display several examples of the block partitioning with different values of T b in Fig. 5 for a sample image of Kitchen. We have chosen the value to be 15 for the experiment presented in this paper. In this case, the maximum false positive decision rate for a GOB is 2 −15 = 0.0000305, which is almost negligible. For the hashing function, we use the SHA-512 algorithm whose output length is 512 bits because its maximum input message size is (2 128 -1) bits, which suffices for our usage. 
B. QUALITY COMPARISON OF WATERMARKED AND ORIGINAL IMAGE
For an objective test to compare the image qualities of the original and watermarked JPEG images, we calculated their PSNR values relative to the original raw image.
The PSNR curves obtained from the sample images in Fig. 2 are displayed in Fig. 6 . As can be seen, the PSNR difference is almost negligible. The PSNR metric used in this study supports color images, and its definition can be found in [19] . Figure 9 shows examples of the detection results against several modifications. The detected regions are denoted by grey color. Metadata modification, geometric modifications: enlarging; reducing; resizing; cropping; and affine transforming; and image processing modifications: recompressing; sharpening; enhancing; and deblurring, inevitably change the RBS for all GOBs. This causes the entire area of the image under detection to be declared as a modified region. In contrast, modifications including copy-move; region duplication; image splicing; block exchanging; doodling; and collage attack, change only the GOBs including the modified region. In this case, all the GOBs connected to the modified region are declared as a modified region marked with the yellow polygon in Fig. 9 .
C. EXPERIMENTAL RESULTS AGAINST VARIOUS FORGERIES
D. COMPUTATIONAL COMPLEXITY
The execution times of our watermark embedding and detecting scheme were calculated on a platform powered by a quadcore 3.6-GHz CPU and 20-GB RAM. Table 6 shows the execution times for our sample JPEG images encoded with several values of quality factor q. The listed execution times of detecting scheme were calculated for the case of unmodified input images. In our both embedding and detecting scheme, the most time-consuming process is the partitioning process whose computing time is highly dependent on the number of produced GOBs in the input image. It is observed that the embedding and the detecting time for the same input image are almost same because their partitioning process produces the same number of GOBs when the detecting image is not modified. We may also observe that the computing time increases as the size of the input image, the quality factor, and the complexity of the input image increases, respectively, because these three factors increase the number of GOBs.
IV. CONCLUSION
Herein, we describe a new watermark-based scheme for the authentication of JPEG image integrity. Because the proposed scheme performs watermarking by modifying the DCT coefficients, it can test the integrity without any additional signature information, and it is possible to achieve high detection accuracy for the forgeries in the spatial domain. Moreover, the proposed method is a technique that can control the detection fineness. The proposed partitioning method divides the host image into groups called GOBs containing multiple DCT blocks to generate watermarks containing the information of the neighboring GOBs, which is a technique that detects the collage attack. Thus, the proposed method enables the control of the visual quality while providing high detection accuracy for typical JPEG images modified in the DCT and spatial domains.
We evaluated the performance of our method against typical forgeries. We also performed objective tests to evaluate the quality of the watermarked images. For the objective tests, we compared the results using the PSNR metric. Our experiments showed a high detection accuracy against various forgeries and a negligible difference both objectively and visually between the original and watermarked JPEG images.
APPENDIX
This appendix introduces the pseudo codes for the proposed GOB partitioning, watermark embedding, and watermark detecting.
A. GOB PARTITIONING
Pseudocode 1 Partitioning (MotherGOB, Chain,T b )
Input: Mother GOB, branch chain, and T b value Output: Child GOBs and branch chain for each child GOB 1: Chain1 ← Chain 2: Chain2 ← Chain VOLUME 6, 2018
